International ‘\ t
‘ Best Practice ’ SO

part of Williams Lea Tag

IT Change Management
A Practitioner’s Guide
GREG SANKER






part of Williams Lea Tag

International ‘= tSO
Best Practice

IT Change Management
A Practitioner’s Guide

London: TSO



45 tso

part of Williams Lea Tag

Published by TSO (The Stationery Office), part of Williams Lea, and
available from:

Online
www.internationalbestpractice.com
www.tsoshop.co.uk

Mail, Telephone, Fax & E-mail

TSO

PO Box 29, Norwich, NR3 1GN

Telephone orders/General enquiries: 0333 202 5070
Fax orders: 0333 202 5080

E-mail: customer.services@tso.co.uk

Textphone 0333 202 5077

TSO@Blackwell and other Accredited Agents

International Best Practice (IBP) is a framework-neutral, independent imprint of TSO. We source, create
and publish guidance which improves business processes and efficiency. We deliver an ever-expanding
range of best-practice guidance and frameworks to a global audience.

© The Stationery Office 2017

All rights reserved. No part of this publication may be reproduced, stored in a retrieval system, or
transmitted in any form or by any means, electronic, mechanical, photocopying, recording or otherwise
without the permission of the publisher.

Applications for reproduction should be made in writing fo The Stationery Office Limited, St Crispins,
Duke Street, Norwich NR3 1PD.

The information contained in this publication is believed to be correct at the time of manufacture. Whilst
care has been taken to ensure that the information is accurate, the publisher can accept no responsibility
for any errors or omissions or for changes to the details given.

ITIL® and PRINCE2® are registered trade marks of AXELOS Limited.
RESILIA™ is a trade mark of AXELOS Limited.

A CIP catalogue record for this book is available from the British Library
A Library of Congress CIP catalogue record has been applied for

First published 2017

ISBN 9780117083653

Printed in the United Kingdom for The Stationery Office

P002882750 <3 10/17



Contents

List of figures
List of tables
About this guide
Foreword

Preface

Acknowledgements

Introduction

1
1.1
1.2
1.3
1.4
1.5
1.6
1.7
1.8

2
2.1
2.2
2.3
2.4
2.5
2.6
2.7
2.8
29
2.10
211

3.1

3.2
3.3
3.4
3.5

The case for change management

Change management goals

Change management versus organizational change management
A brief history of change management

Implementation challenges

Process versus outcomes

A clear business reason for IT change management

Business value

Chapter 1: key concepts

A practical multiphased approach
The change management challenge
Starting small

Quality inspection versus quality engineering
Starting big

Find the right balance

Cultural concerns

Keep it simple

A word about tools

Clarity in roles and responsibilities
The multiphased approach

Chapter 2: key concepts

Basic change management (phase 1)
Phase 1 goals

Basic change management process
Metrics/KPls

When to begin phase 2 (success criteria)
Chapter 3: key concepts



IT Change Management

4 Maturing change management (phase 2)

4.1 Maturing a basic change management programme
4.2 Phase 2 goals
4.3  Phase 2 process

4.4 Metrics/KPls
4.5  Chapter 4: key concepts

5 Optimizing change management (phase 3)
5.1 Reducing changes going to the CAB

5.2 Change windows

5.3  Chapter 5: key concepts

6 Adopt and adapt

6.1 The practitioner’s dilemma
6.2 Understanding best practices
6.3 Chapter 6: key concepts

7 Future of change management

7.1 A brief introduction to the new methodologies
72 What's changed; what's the same

7.3 Change management challenges

7.4 An effective change capability

7.5 Where do we go from here?

Appendices

A Example of a change policy
B Example of a basic request for change form
C Example of a phase 2 request for change form

Bibliography

Index

59
59
62
64
77
78

79
79
88
91

93
93
98
101

103
104
106
106
107
108

109
111
115

1z

19



List of figures

Figure 2.1
Figure 2.2
Figure 3.1
Figure 3.2
Figure 4.1
Figure 4.2
Figure 4.3
Figure 5.1
Figure 5.2
Figure 5.3

Basic change management checkpoints

Elements of effective change management

Phase 1 change management process flow
Change priority

Expanded basic change process flow

Phase 2 change and systems development lifecycle
Phase 2 change management process flow
Domain delegation

Sample regional delegation within domain

Sample change windows calendar

List of tables

Table 2.1
Table 2.2
Table 2.3
Table 3.1
Table 3.2
Table 3.3
Table 5.1

Starting small

Starting big

RACI roles

Types of change request
Change priorities

Change management roles
Hierarchical change authority

17
25
37
51
64
65
69
86
86
89

18
21
27
4]
4]
42
85



vi

Dedicated to my father, who taught me the pursuit of excellence



About this guide

Who's it fore

The short answer is — all change management practitioners. Whether you're new to this field
or have been involved with it for years, you'll find this publication helpful in esfablishing,
maturing and optimizing change management in your organization.

What you'll find here aren't random or theoretical thoughts about change management; the
confent is derived from decades of realworld lessons learned (often the hard way).

If you are a novice, this publication will guide you in how to infroduce a very basic change
management capability that will help your organization get better control of IT changes
happening in your environment. |'ve addressed the full spectrum of issues you'll face in
getting change management esfablished and realizing business value.

For the experienced practitioner whose organization has an existing change management
programme and is looking for help in maturing and optimizing, you'll find expert guidance
here on how to do it while minimizing cultural resistance.

Why do you need it2

Change management, in theory, is relafively simple. In practice, however, it can be very
challenging. This publication is based on the author’s in-depth experience in change
management, where things are offen not as simple as the best-practice training might lead
you fo believe.

Who's it by?
Greg Sanker

Greg has decades of realworld T experience, ranging from a global fechnology giant to
a small state government agency. He has been involved with [T change management in
various capacities over the years.

Creg is an [T service management practitioner and author who frequently speaks about
organizational excellence and change management. He is noted for his practical approach
and ‘been there, done that" advice.
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How is it organized?

This publication is sftructured to be useful in a wide variety of situations. If your organization
is just getting started with formal change management, you'll benefit from a frontto-back
reading. If your organization has basic change management, you'll need to pay particular
aftention fo the basic programme outlined in Chapter 3 (phase 1). You may find that you're
already meeting all the described criteria, in which case you're ready for the next phase
(covered in Chapter 4). Chapter 5 on optfimizing change management can be added as a
third phase, or included as parts of earlier phases as needed, to meet the challenges you
face in your situation.

A summary of the chapters is as follows:

® Chapter1 Introduces change management essentials and provides a basic
understanding of what is meant by ‘change management’, what change management
seeks to do for the organization and why it is important for organizational success.

® Chapter 2 Addresses some of the challenges change management presents and
describes how various approaches have contributed to change management failures and
organizational frustration. It proposes a multiphased approach to adopting and maturing
change management, which is then taken up in more defail in the following chapters.

@ Chapter 3 Provides guidance fo allow you fo identify and put the right controls in place
fo manage stability and uptime, and be proactive in minimizing any adverse business
impact. This chapter focuses on infroducing the concept of change control info an
organization, with the emphasis on business value and addressing the cultural
considerations necessary for success. It then sets the stage for future maturity.

® Chapter 4 Establishes the idea of proactively managing the end4o-end change
lifecycle by introducing a review stage at the end of development/festing to ensure
changes introduced both support the objectives of the business and minimize the risk of
an unsuccessful implementation. It then infroduces the concept of optimization.

® Chapter 5 Provides strategies for optimizing any change management programme,
including standard changes, delegated change authority and change models. The
practical guidance here is applicable to any change programme that is sfruggling to
keep pace with the business.

® Chapter 6 The successful change programme must fit the organization in which it
operafes. This chapter explores the foundational concepts of adapting and adopting as
they apply fo change management.

® Chapter 7 Takes a brief look at what lies ahead for change management. DevOps
and related “iterative’ and ‘continuous flow" development methodologies challenge the
traditional approach to change management.



Foreword

We hear crificisms of IT change management from many angles: it's too bureaucratic, too
processfocused, too [THocused and certainly not responsive enough fo survive in @ modem
business environment in which IT plays an increasingly vital role. How, crifics ask, can a
change advisory board (CAB) review and evaluate every change, when businesses —
increasingly dependent on IT = need to be moving ahead at lightning speed?

Change management, however, is much more than just the installation of a CAB; it is the
planned construction of capability that informs and accelerates the maintenance and
improvement of IT. Whether you are just beginning IT change management in your
organization or are under pressure to make it deliver better outcomes more in sync with your
multivendor cloud environment or new DevOps initiative, the insights and recommendations
in this publication can help you accomplish your goals.

Yes, in today’s businesses, successful changes need to happen more frequently and rapidly
than ever, but that presents a challenge to change management, not a negation of it. Too
often, service managers and developers think of change management as something that
happens once — just before release and deployment. But it is not a lastminute quality check.
It is change control as an infegral part of every aspect of IT's mission, ensuring compliance
and sfability, and keeping changes focused on business needs and outcomes.

Change management, approached this way, aligns with multiple frameworks and
methodologies. In fact, as Greg points out, IT change management must be done in the
context of your organization’s culture, regardless of the frameworks you have chosen.

Stability isn't the absence of change ...

The definitions of standard, normal and emergency changes can reduce the burden on (and
accelerate the function of] the CAB, which ceases to be a barrier and becomes an advisory
partner. Maintaining a laserlike focus on quality, stability and compliance requirements
throughout the development and/or acquisition of new or changing technology can minimize
risk and reduce the frequency and impact of interruptions resulfing from changes.

‘Out of the box' is not the place fo start, especially since technology and tools are secondary
fo a change management capability that suits the needs and priorities established by your
business. Neither is by the book' the way to proceed, although Greg states that following
best practices doesn't mean you can only achieve the average, or that you are copying
other organizations.

Read what Greg's book has to say. Make this your guide fo a better IT change management
capability during this time of technological disruption and rapid business transformation.

Roy Atkinson
Senior writer/analyst, UBM Americas — HDI



Preface

The most commonly asked question when [T systems fail is, "What changed?’ We
instinctively know something must have; otherwise, it would have kept on working.

Change-related failures pose significant risk fo business. In response, organizations apply
bestpractice frameworks such as [TIL® and standards such as ISO 20000. The goal for
these efforts: to gain better control of the IT infrastructure and improve operational
effectiveness. Unfortunately, despite significant improvements, organizations continue to
struggle to effectively manage IT changes.

Worse, much of what has been done under the umbrella of ‘change management’ is
overly complex, too internally focused on IT and doesn't keep pace with business needs.

Some words | frequently hear in connection with a typical change management
implementation are:

® Slow
® Bureaucratic

® Complex

® [Tfocused

® Broken.

Here | present a practitioner’s guide to establishing, maturing and optimizing an effective IT

change management capability (or programmel. It's intended to answer the question, "How
do I actually do it The goal is fo help you be successful in your organization.

In contrast to a processfocused approach, my infention is fo address the full spectrum of
elements necessary for successful implementation, which include:

Focus on oufcomes (not process)

Realize business value

Adapt and adopt

Gain (and mainfain) organizational support

Consider the culture (organizational change management]

Phase in implementation with incremental improvements.

It's my hope that you will find this publication helpful as a daily guide to managing the
challenges the change management practitioner faces.
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Introduction

Only the most intelligent and the most stupid do not change. Confucius

Change is everywhere. Everything is in a constant state of flux.

Businesses used to have one choice when it came to technology — their infernal IT sfaff. But
with mobile computing and cloud services infrastructure on demand, we live in a new era
where anyone anywhere in the world with a bright idea can make it available fo the global
markefplace in a few hours. This ‘consumerization’ of [T services puts enferprise-class IT
services af the fingertips of everyone in your company.

All modem enterprises depend on the digital infrastructure for their very lifeblood. The game
is no longer simple decision support; entire businesses depend on unprecedented strategic

advantages afforded to those who master big data and can move with agility to capitalize
on the narrow window of opportunity earned by their advantage.

likewise, both government and public T sectors face similar pressures to adapt. Many
agencies are still operating with a 1950s mindset, automated by technology in the late
1970s. Meanwhile, a generation of ‘digital natives' expect public agencies to provide
services and access fo information in the same ways they've come to expect from private
businesses. They don't understand why it's so difficult, and have no interest in the complexities
of legacy IT systems. As organizations struggle to meet demands for modem services with
antiquated systems, the news is full of IT project failures and alarming security breaches.

IT systems represent an increasingly complex hybrid of multivendor applications, services
and infrastructure. [T organizations face cloud and other forms of ‘as a service’ delivery
models that simply didn't exist when even recently hired staff were in college. The world
has never been more connected, enabling insfantaneous global collaboration with
unprecedented levels of complexity, operational challenges and risks. Hardly a day passes
without the discovery of a new security breach, a vulnerability exposed or personal
information compromised.

IT organizations are facing increased regulatory and compliance pressures as governments
and industry organizations address emerging risks and challenges. The complexity and rafe
of change can be overwhelming, and there's a temptation to want things to sfay the way
they are because we understand the current state and are comfortable with it. But such
‘stability’ is an illusion. Stability isn't the absence of change but rather the deliberate
application of the right changes that restore balance and maintain stability.

Wise is the IT organization with a strong and effective change management capability that
meets the needs of ifs customers.
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Example

A US government agency commissioned a major application development effort. The contractor
gathered requirements and managed the project through to completion. In line with the agency's
usual practice, when the development was complete, the change was brought fo the change
advisory board (CAB for sign-off before being released into production.

Much to the surprise of the project team, the change was denied. Highly offended, they demanded
to know what right the change manager had fo block such an important change. Regreffully, the
change manager had to tell the project team they had developed the new application for a platform
that the agency didn't have in the production environment.

All change involves risk: risk of breaking something, losing something or not achieving the
desired results. IT change management is the art and science of effective and efficient
implementation of beneficial changes to IT services at the speed business requires, while
minimizing negative impact and managing risk.

Many [T organizations have adopted some form of IT service management (ITSM| best-
practice framework, af least to a degree. [TSM training continues fo be very popular, with
numerous qualification and certification schemas. These are excellent sources of information,
and | highly recommend this type of training. However, if it's a change management process
you're affer, you can have that in a week. On the other hand, if you want an effective
change management capability, well, that will take a bit more time.

An effective change management capability requires more than just fraining in best practices
and process frameworks, because it is far more than merely implementing a process for
managing change. It requires a great deal of knowledge and understanding of the particular
organization and its unique challenges. The change management practitioner must
understand the organization’s culture, challenges and goals.

And it goes even deeper than that. Change management cannot be just the same thing only
faster; it must be engineered from the ground up fo meet the current and everchanging needs
of business. Best practices, including change management, must be adopted and adapted.

The challenges facing the change management practitioner have never been greater, yet
there's never been a better time to be a change manager. Successful organizations require
highly effective IT change management. So where do we begin?

We start right here — with the end in mind. In this publication you'll find a very straightforward
multiphased approach to make change management work in your organization. It is structured
in logical steps, or phases, that focus on the success of each individual sfep while maximizing
the likelihood of building a mature change management capability.

What outcomes do our cusfomers need that IT change management can help facilitate?
How will our change management capability enable the business to be more successful2
These are the kinds of question that should be at the forefront of your mind as a change
management practiioner, and this publication willl help you work through the answers.





